Concurrent error detection (CEO) 
Concurrent Error Detection and Diversity
Any CED technique introduces some redundancy into the system. Figure 1 .1 illustrates the use of duplication for concurrent error detection. In the duplex system in Fig. 1 .1, there are two modules (with identical or different implementations) performing the same function. The outputs of the two modules are compared and any mismatch prompts a corrective action (maintenance, replacement with standby spares, etc.). The system data integrity is guaranteed as long as at least one module produces correct outputs.
Let us suppose that the probability that any one of the modules fails and produces incorrect outputs is If failure events are independent, the probability that both the modules fail and produce incorrect outputs (leading to possible loss of data integrity) is Classical analysis assumes that the system fails (data integrity compromised) when both modules fail -thus, the probability that the duplex system fails with respect to independent failures is I0-I2. Thus, under the assumption of independence of module failures, a duplex system provides 6 orders of magnitude improvement in data integrity compared to a simplex system (consisting of a single module). For a duplex system with two identical modules, if 0-7695-1025-6/01 $10.00 0 2001 IEEE the CMF probability is then the probability that the duplex system fails is IO-7. Thus, the simple addition of redundancy through replication does not help protect the system against CMFs.
Design diversity was proposed in [Avizienis 841 to protect redundant computing systems against common-mode failures. Design Diversity is an approach in which the hardware and software elements that are to be used for multiple computations (in a redundant system) are not just replicated, but are independently generated to meet a system's requirements [Avizienis 841 . The basic idea is that, with different implementations, the error effects of a CMF will possibly be different so that error detection is possible.
The concept of design diversity has been used in both software and hardware systems. N-version programming is a technique in which three different versions of the same software (generated independently) are used to design a redundant software system.
Examples of systems using hardware design diversity include the Primary Flight Computer (PFC) system of Boeing 777 [Riter 951, the space shuttle, Airbus 320 [Briere 931 and many other systems.
From the previous discussion, it is clear that the concept of diversity is qualitative. This means, given two diverse duplex systems, for example, there is no way to tell which one should be used so that the system data integrity is maximized.
The major contributions of the dissertation [Mitra OOa] are:
A metric for quantifying diversity in redundant systems has been developed for the first time.
Such a metric permits quantitative comparisons of different redundant systems [Mitra 991 . Reliability and availability of redundant systems using this metric have been analyzed [Mitra 991 .
A study comparing the advantages and disadvantages (e.g., area overhead, vulnerability to multiple failures and CMFs) of various CED techniques has been presented. 
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